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About

EPCS requires certain areas in OP to be set up before electronic prescribing of controlled substances can be enabled. These

areas are described below.

Provider Setup

To enable EPCS for a provider, the provider's Federal DEA number must be entered in the Staff/Provider Directory in the Federal
DEA# field. This is a required field. In addition, OP includes the NADEAN # field in the Staff Directory (under the Provider Info
tab). If providers in your practice have been issued a Narcotics DEA (NADEAN) number, you must add their NADEAN number to
the NADEAN # field in their profile in the Staff Directory.

Note: OP has made changes to accommodate providers who prescribe in OP in multiple states. We have the ability to
store provider DEA numbers per location when sending prescriptions to the pharmacy. If your practice has providers that
prescribe in multiple states, please contact OP Support so that we can add the other DEA numbers. Based on the
location you are logged into within OP, OP will send the appropriate DEA number to the pharmacy so that prescriptions

do not get rejected.

Path: Practice Management tab > Staff/Providers button > Provider Info tab

Basic Info | Data Visibility | Provider Info || Practice Info ”HSMLﬁb Links "e-PreslI“z‘

Signature name: |SIoaneJ. Knaox, MD |

First 21 characters of signature name appear on line 31
of the claim form. A comma MUST occur after last name.

Signature graphic | add Signature Graphic

License info: |Pennsylvania |
License =

IFederaI DEA#: IState DEA#:
Federal Tax ID: 235993121 or S5M:

Provider NPID: fline 241}
Provider UPIN: I:I

Taxonomy code: [HPTC - line 31)*
Merchant ID: '—|

NADEAN = |—||

|:| Auto-populate PCP as referring provider

Warning: The provider's name must be entered into the Staff Directory exactly as it appears in the NPI registry. All
applicable fields, First Name, Middle Name, Last name and Suffix must be displayed in their own fields. If unsure of how

the name appears in the NPI Registry you may go to https://nppes.cms.hhs.gov.
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Logical Access Control (LAC)
| Path: Admin tab > EPCS Access Control button

The LAC is configuring providers, who have completed the IDP process in OP, as either active or inactive. This is a two-step
process which requires a user with System Administrator permissions, this cannot be the provider being activated or
deactivated, to open the LAC. Any provider with EPCS credentials may perform the second step by entering the passphrase and

the PIN number from their token.

User Permission: A user must be a System Administrator or have the following individual permissions:

AA_AccessSecurity.mi and AA_SystemAdmin.mi to access the LAC.

1. Login with the System Administrator User Name and Password.
2. Click the Admin tab and selectEPCS Access Control.

CLINICAL  PRACTICE MAI JENT  BILLING ooLs seech [ = oo
CmEEins Archive Records | EPCS Access Control | Ui | e )
Workstations Security HL7ErrorLog  Global Preferences

Admin Documents Map Diagnosis Codes EPCS Provider Dashboard  Audit Trail Menitor SQL

Note: Both the System Administrator and the Provider, who is being activated, must complete the remaining steps in this

section together on the same computer. The logged in System Administrator is the administrator that grants permission.

3. The EPCSGold web page opens in a separate browser window. Enter the System Administrator's name in the
Administrator field.

€» EPCSGold|

Logical Access Control Activity Report Auditable Event Alert Report Alert Email Configuration Exit

Pediatrics PC Address:

wo separate individuals are required to approve logical access control information in order to activate a prescriber's electronic prescriving of controlled substances
fivile e within each organization in accordance with DEA requirements. One individual must be an identity proofed registrantAuthorizing Preseriver) who will enter
1eir two-factor authentication credsntials to complets the authorization atthe bottom of this screen. The other individual(Granting Administrator) must bs someons
ho can verify that the pres criber(s) selected for activation are authorized to prescribs controlled substances for the organization with the DEA number selected and
1atthe DEA license is active and in good standing.

Search Prescribers

First Name. Last Name NP1
_m = m_

@ active O Inactive

© active ctive
© Active O Inactive

@ Active O Inactive

© EPCS Logical Access Control Help
Granting Administrator

I ave veriied is for: using the DEA number listed and that
the DEA license for that DEA number (s sctive and in good standing.

Please confirm your first and last name: n
* Sublect to DEA regulations, this wil be audied within DEA recards for

Authorizing Prescriber

Enter NP valitate|

4. Select a provider to activate from the Prescriber list.

5. In the Authorizing Prescriber field, enter the NPI Number for the provider who will be entering their passphrase and PIN
from their token. This can be any provider with credentials, including the provider being activated/deactived.

6. Click the Validate button to validate the provider's NPI Number.

7. Have the provider enter the token they will be using for EPCS prescriptions.

©
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Granting Administrator

1 have verified that each prescriber selected for activation above s authorized to prescribe controlled substances for this organization using the DEA number listed and that
the DEA license for that DEA number is active and in good standing.

Please confirm your first and last name:
* Subject to DEA regulations, this will be audited within DEA auditable event records for each digitally signed access change

Authorizing Prescriber

- Vet

By entering your two-factor authentication details above, you are agreeing to change access for the prescribers and locations listed above.
This transaction will be digitally signed.

Choose your Device from list Enter your signing passphrase Enter the pin from your OTP token

@

Show Clear Text

©2013 - 2018 DrFirst.com. All rights reserved.

8. Have the provider enter their Passphrase and PIN from the token.
9. Click the Authorize button.

Provider Dashboard
Path: Admin tab > EPCS Provider Dashboard button

The Provider Dashboard allows providers to manage their Passphrase and the authentication tokens assigned to them. Tokens

include:

o Hard token - a device that generates authentication codes regularly and is associated with the EPCS prescriber's account.

o Soft token - similar to a hard token but rather than use an external token it is an application that runs on a device, such as
a mobile phone or tablet.

e Biometric authentication -- physical data that is unique to the provider, such as a fingerprint.

1. Select the EPCS Provider Dashboard using the above path.

CLINICAL  PRACTICE MANAGEMENT  BILLING TOOLS  PERSONALIZE  HELP Nindows SEafd“_"”. Location: »

ezt Archive Records EPCS Access Control Logged In Users mmmpler

Waorkstations Security Administration HL7 Error Log ~ Global Preferences
Admin Documents Map Diagnosis Codes EPCS Provider Dashboard | Audit Trail Monitor SQL

2. The EPCSGold web page opens in a separate browser window. The NPI Number is pre-populated, enter youPassphrase
and click the Next button.

/uistaging.epcsdrfirst.com,

M Other bookmark:

Offlce Practicum™ 0 EPCSG (@) ld

EPCS Gold ™ S
NP1 5357998942

EPCS Gold, p
e\i fronic: aly. u—

a Simple, Secure, and Certified solution for sending Control
is a Ceruified salution, and has

ed Substance prescripfions

Passphrase  |wed |

at i jour e-pres W i uses Two-Faclor
Authencation Protocol (T oughout the productfo e h level of trustand se; for you as a
provider.

Forgot Passphrase  Report Lost Token

Ifyou are ot yet enrolled for EPCS Gold, please maks cure you have your invication ID and o factor
e e o B £ o st e A P ca

inviaton thatwas santto yoursrsi adorese, Fyou NP .

that s currently showing on yol pas: ) luring the identity-proofing
process or eme the unique oanatr o yourbiometic gevies log-in to manage your tokens, and add a new token
for prescribin:

For more informatton on EPCS Gold, the Identiy-Proofing process, and how 1 manage your lokens, piease click on
the links below for short training videos. If you have any furiher questions, please contact us at suppOM@arirst com
or at 1-666-263-6512

Training video:

Copyright® 2000 - 2015 Drfirst™ . All Rights Reserved
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3. The EPCSGold web page displays the Token and One Time Password (OTP) fields.
4. Click the Submit button.

ware (DHIN)-5... @ Account Bl Meaningul Use Sta.. (7] 0 3

Office Practicum™ 0 EPCSGo ld

EPCS Gold ™ Sigryin
Token (VSMT17686655)(Pad AS) -
@, provides » Skmpl, Secirs, and Ceruied soluton o sending Contrlled Sub
S Gold 15 a Gertied sl.ton, and has passed siingentaudiing requl . - I
o o o ey, 9o1 « Seciat it o
S Promeol (TEAC) Bomuhent e Ao o i & W Yvadof Vons s apcsaly o o A8 e

Report Lost Token

Ifyou are not yet enrolied for EPCS Gold, piease make
you startthe

© you have your Invitation ID and two factor

be found in the email
number, the number
u selup during the identily-proofing
ge your tokens, and add a new token

ken, and the
device 0 0g-in &

For more information on EPCS Gold
the fin for short training videx

how to manage your tokens, please click on
tions, please contact us at or at

Training videos

Copyright © 2000 - 2015 DrFirst™ _ All Rights Reserved

¢ To manage your Passphrase:

. Select the Profile tab.

. Click Change EPCS Passphrase.

. Select token and enter your PIN.

. Enter your old Passphrase and then enter a new Passphrase to replace the old one.

o o T o

¢ To manage your token(s):

a. Select the Tokens tab.
b. Select your token, this is only necessary if you have more than one token, such as a hard token and a soft token.
The system defaults to the last token you selected.

c. Enter the PIN that your selected token is currently displaying in the OTP field. The EPCSGold web site displays a list
of tokens associated with the user.

d. Activate, deactivate, add, or remove tokens as necessary.

Offlce e EPCS Gold Prescriber Dashboard 0 EPCSGO{C‘

Home. Profile Tokens Reports Contact Us Logout
r—
ConnenDem Accont rmve [r— [er— retely

Manage Tokens

‘Copyright©2000 - 2015 DiFrst™ . Al Rights Reserved.

Version 20.12

Overview

EPCS requires certain areas in OP to be set up before electronic prescribing of controlled substances can be enabled. These

areas are described below.

Provider Set-up

©
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To enable EPCS for a provider, the provider's Federal DEA number must be entered in the Staff/Provider Directory in the Federal
DEA# field. This is a required field. In addition OP includes the NADEAN # field in the Staff Directory (under the Provider Info
tab). If providers in your practice have been issued a Narcotics DEA (NADEAN) number, you must add their NADEAN number to
the NADEAN # field in their profile in the Staff Directory.

Path: Practice Management tab > Staff/Provider Directory

(. Staff Directory =l
+ @] £ 3¢ [ Basic nfo| Data visibity [ o) Practice Info | 15 | Lab Links | e-pres 4| ¥
= ]

Staff Name. nitials 1D

e slosn . €

SLOANEKNOX, MD  |SJK | 305 First 21 chs of signature name appear on line 31
CORA NOEL, MD can | 681 of the claim form. A comma MUST oceur after last name.
an Aomimisirator |33 | 102| | tienseintor  [pemnsgvaria ]
DEMO DOCTOR 003 | 107 | |ienses:

Electronic ion|SED | 660

b Portal User swp | 100| | FederaiDEas: State DEAS:|

OUVEL LVINGSTON |As [1824| | FederalTax ID: (235988121 orssi | |
DEVON ALBERT Dev 1835  [FrouaernAD: |ssreciazio

(line 24))
THEO WARNER, MD | CLM |1833)

AUTUMNGUY, NP |AUG |1841| | Provider UPIN:

IVES MOss WM [1845| | Taxonomy code: [208000000% (HPTC - line 31)*
CINDY DODSON can 1873 | e

WILLA REYES, NP wR 1850

SAWYER SHORT saw [18s9|  [[NADEAN#

NURSESCHEDULE | NS | 2007

MICKEY MOUSE MO | 2009/

ADMIN PERSON DM |2010)

ANNIE BARNES ANB |2012

MANDY JONES MA) | 2016,

FLU CLINIC FLU_| 2020

Warning: The provider's name must be entered into the Staff/Provider Directory exactly as it appears in the NPI registry.
All applicable fields, First Name, Middle Name, Last name and Suffix must be displayed in their own fields. If unsure of

how the name appears in the NPI Registry you may go to https://nppes.cms.hhs.gov.

Logical Access Control (LAC)
Path: Admin tab > EPCS Access Control

The LAC is configuring providers, who have completed the IDP process in OP, as either active or inactive. This is a two-step
process which requires a user with System Administrator permissions, this cannot be the provider being activated or
deactivated, to open the LAC. Any provider with EPCS credentials may perform the second step by entering the passphrase and

the PIN number from their token.

User Permission: A user must be a System Administrator or have the following individual permissions:

AA_AccessSecurity.mi and AA_SystemAdmin.mi to access the LAC.

1. Login with the System Administrator User Name and Password.
2. Click the Admin tab and selectEPCS Access Control.

CLINICAL  PRACTICE MANAGEMENT  BILLING TOOLS  PERSONALIZE  HELP ™5 Windows  Search: _ Location: »
Copcs Archive Records | EPCS Access Control | lezpesin s | 2P )
Workstations Security Admi HL7Erorlog  Global Preferences
Map Diagnosis Codes EPCS Provider Dashboard  Audit Trail

Admin Documents Menitor SQL

Note: Both the System Administrator and the Provider, who is being activated, must complete the remaining steps in this

section together on the same computer. The logged in System Administrator is the administrator that grants permission.
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3. The EPCSGold web page opens in a separate browser window. Enter the System Administrator's name in the
Administrator field.

Logical Access Control Activity Report Auditable Event Alert Report Alert Email Configuration Exit

Pediatrics PC Address:
Wwo separate individuals are required to approve logical access control information in order to activate a pres criber's electronic prescribing of controlled substances,
fivile ges within each organization in accordance with DEA requirsments. One individual must be an identity proofed registrant(Authorizing Prescriver) who will enter
Yeir two-factor authentication credentials to complete the authorization at the bottom of this screen. The other individual(Granting Administrator) must be someone
ho can verify that the pres criber(s) selected for activation are autherized to prescribe controlled substances for the organization with the DEA number selected and
1atihe DEA license is active and in good standing.

Search Prescribers

First Name. Last Name. el

Prescriber LastChange Grant
Status

© active O Inactive

© Active O Inactive

@ active O Inactive

© Active O Inactive

@ EPCS Logical Access Control Help
Granting Administrator

Ihave veriied for: using the DEA number listed and that
the DEA license for that DEA number is sctive and in good standing.

Please confirm your first and last name: u
* Subject to DEA regulations, this wil be audted wihin DEA for

Authorizing Prescriber

4. Select a provider to activate from the Prescriber list.

5. In the Authorizing Prescriber field, enter the NPI Number for the provider who will be entering their passphrase and PIN
from their token. This can be any provider with credentials, including the provider being activated/deactived.

6. Click the Validate button to validate the provider's NPI Number.

7. Have the provider enter the token they will be using for EPCS prescriptions.

Granting Administrator

| have verified that each prescriber selectsd for activation 8bove IS sUthorized 1o prescribe controlied SUDStances for this organization using the DEA number listed and that
the DEA ficense for that DEA number is active and in good standing.

Please confirm your first and last name:
* Subject to DEA regulations, this will be audited within DEA auditable event records for each digitally signed access change

Authorizing Prescriber

f—" vaiase

By entering your two-factor authentication details above, you are agreeing to change access for the prescribers and locations listed above.
This transaction will be digitally signed.
Choase your Device from list Enter your signing passphrase Enter the pin from your OTP token

L e

[ Show Clear Text

© 2013 - 2018 DrFirst.com_All rights reserved

8. Have the provider enter their Passphrase and PIN from the token.
9. Click the Authorize button.

Provider Dashboard
Path: Admin tab > EPCS Provider Dashboard

The Provider Dashboard allows providers to manage their Passphrase and the authentication tokens assigned to them. Tokens

include:

o Hard token -- a device that generates authentication codes regularly and is associated with the EPCS prescriber's account.

©
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o Soft token -- similar to a hard token but rather than use an external token it is an application that runs on a device, such as
a mobile phone or tablet.
e Biometric authentication -- physical data that is unique to the provider, such as a fingerprint.

1. Select the EPCS Provider Dashboard using the above path.

CLINICAL ~ PRACTICE MANAGEMENT  BILLING TOOLS  PERSONALIZE  HELP % Windows Search=_""’. i »

Connections Backup Log

Archive Records EPCS Access Control Logged In Users

Waorkstations Security Administration HL7 Error Log ~ Global Preferences
Admin Documents Map Diagnosis Codes EPCS Provider Dashboard | Audit Trail Monitor SQL

2. The EPCSGold web page opens in a separate browser window. The NPI Number is pre-populated, enter youPassphrase
and click the Next button.

/ui.staging.epcsdrfirst.com/pob/UlLaunch
Bilable tasks - St » : Delaware (DHIN) - .

Offlce Practicum™ 0 EPCSGOld

i Other bookmarks

sign in

EPCS Gold ™
NP1 5357098942
a g g ro t Passphrase  [wd |
imple 50 at i cu Secure s ses Two-Fac o 1
Autentication Profocol (TFAP) = product o ensure velof rustand securiy for you as
e =
Forgot Passphrase | Report Lost Token

'@ you have your invitation ID and two factor
2 invitation ID

ibing

“roofing process, and how o manage your fokens, p!

For more information o 2 Identity-Proof
thein) e0s. If you have any further questions, please contact us at suppori

or a1 1-866-263-65

Training video:

Copyright® 2000 - 2015 Drfirst™ . All Rights Reserved

3. The EPCSGold web page displays the Token and One Time Password (OTP) fields.
4. Click the Submit button.

Jui.staging.epsdrirst.com/pob/pr

ware (DHIN) - 5... @ Accoun Del.. [ Meanin 3

Office Practicum™ 0 EPCSGo ld

| Signin

EPCS Gold ™ |
Token | (VSMT17686655)iPad AS) v
EPCS Gold, provides a Simple, Secure, and Certified
EPCS Gold is a otP it |

Submit m |

Report Lost Token

Ifyou are not yet enrolied for EFCS Gold
aurhentication tokenn hand as

mation on EPCS Gold, t

how to manage your tokens, please click on
for short training v o

/ou have any further questions, please contact us at or at

Training videos
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¢ To manage your Passphrase:

. Select the Profile tab.

. Click Change EPCS Passphrase.

. Select token and enter your PIN.

. Enter your old Passphrase and then enter a new Passphrase to replace the old one.

o o T o
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¢ To manage your token(s):

a. Select the Tokens tab.
b. Select your token, this is only necessary if you have more than one token, such as a hard token and a soft token.
The system defaults to the last token you selected.

c. Enter the PIN that your selected token is currently displaying in the OTP field. The EPCSGold web site displays a list
of tokens associated with the user.

d. Activate, deactivate, add, or remove tokens as necessary.

i staging epesdrfirst.com

EPCS Gold Prescriber Dashboard
(& orceprctcar © EPCSGold
Home Profile Tokens Reports Contact Us Logout
(e e
[ —— somve [— [rr— Acondy

1Padas VsuTi7686555 Adve
News? vswTs1547227 Adve
pete desttop VesTeITT26%2 Acve

pete phone VauTa2385685 Adve

Manage Tokens

Copyight ©2000 - 2015 Difirst™ . Al Rights Reserved.
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